Request for Proposal (RFP)
Integration of Existing Energy Management System
(EMS) with Distributed Energy Resources (DER) at
MCAS Miramar
Issue Date: January 14, 2021

1.0

Introduction

US Ignite, Inc. (“US Ignite”) is seeking proposals to wirelessly integrate the Energy Management System
(“EMS”) that is currently in place at the Energy and Water Operations Center (“EWOC”) at Marine Corps
Air Station (MCAS) Miramar (“the Station”) with distributed energy resources (“DER”) including
photovoltaic array inverters (“PV”) and backup generators (“BG”) located across the station (“The
Project”).
This Project is part of the Energy Communications (“Energy Comms”) Program under the 5G Living Lab
(“5GLL”). The objective of the Project will provide the EWOC with the capability to remotely monitor and
control DER across the station, improving their ability to assess their situation and respond accordingly
during outages and other events. The objective of the Project is also to demonstrate a use case of the
Verizon 4G LTE/5G Ultra-Wideband (“UWB”) network in place under the 5GLL at the Station. If
successful, technologies demonstrated during this pilot will have the opportunity to be promoted and
scaled to other DoD installations during and after completion of the pilot.
The selected Proposer(s) (“DER Integration Vendor(s)”) will be responsible for completing the scope of
services defined below. The Period of Performance of the Project is expected from April 1, 2022
through September 1, 2022. A total of $300,000 is available under this RFP. Multiple awards may
be granted to multiple vendors under this RFP through firm-fixed price contracts.

1.1 US Ignite Overview
US Ignite is a national nonprofit, a 501(c)(3), that is accelerating the smart city movement – and creating
value for an entire ecosystem – by guiding communities into the connected future, creating a path for
private sector growth, and advancing technology research that’s at the heart of smart city development.
Why is this important? Because local governments need to improve the quality of life and ensure
economic development in their communities, particularly during a time of rapid technological change.
Businesses recognize the importance of the emerging market around smart communities and need to find
commercial strategies that are repeatable, scalable, and sustainable. And foundations and federal
agencies need to channel their institutional aims into efforts ranging from cutting-edge research to
practical economic development initiatives that deliver measurable benefits. As a trusted partner, US
Ignite brings this entire smart city ecosystem together, successfully pairing financial investment with
technical and organizational expertise. Through the public-private partnership programs we run, US Ignite
is a catalyst for communications network advancement, and for innovation in smart city services that are
powered by a new generation of technologies. You can read more about US Ignite’s programs on its
website.
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1.2 About MCAS Miramar
MCAS Miramar is home to the 3rd Marine Aircraft Wing, which is the aviation element of the 1st Marine
Expeditionary Force. It is located in Miramar, San Diego, California, about 14 miles north of downtown
San Diego. Over 15,000 service members and their families from every branch of our military services,
supported by civilian Marines and contracted employees call "America's Finest City" their home. The
base contains 23,116 acres.

1.3 5G Living Lab Program Overview
In September 2020, US Ignite initiated the 5GLL at the Station, a technology pilot program to develop
dual use applications of 5G-enabled smart city technologies that support the DoD mission. The initiative,
funded through the Office of Naval Research and Naval Information Warfare Center Pacific
(“NIWC-PAC”), is powered by Verizon’s 4G LTE/5G Ultra-Wideband network and will support multiple
pilot projects aimed at improving military base operations through technology innovation. Under the
5GLL, multiple projects such as this one are being implemented in the technology areas of energy
communications, connected/autonomous vehicles, digital fortress, and unmanned aerial systems. The
5GLL also aims to develop best practices that will serve smart bases and smart communities across the
country. For this project US Ignite has partnered with researchers from the Naval Postgraduate School
(NPS) to ensure cyber security is maintained during the development of this Energy Communications
system.

2.0 Project Overview
From Building 6311, the EWOC manages and operates distributed energy resources including but not
limited to PV array inverters and backup generators located across the Station, as well as a
building-level research microgrid. The building-level research microgrid is the EWOC environment for
testing and validating potential new systems before being added to the larger installation-wide microgrid
at the Station. Non-critical control and management of the building-level research microgrid is performed
by an Intelligent Power and Energy Management (“IPEM”) integrated controller system (hereafter
“EMS”).
Prior to the commencement of this Phase 2 of the Program, Raytheon will restore this EMS as Phase 1
of the Program. This Project’s objective is to perform Phase 2 (“DER Integration”) of the Energy Comms
Program described below.

2.1.0 Project Scope of Services
2.1.1 Cellular Networking
The DER Integration Vendor(s) selected for this pilot will need to demonstrate monitoring & control of
DER from the EMS by communicating over both the 5G Ultra-Wideband commercial network available at
the Station, along with its 4G LTE core network, powered by Verizon. The purpose of communicating
over both versions of the network is to demonstrate the benefits of communicating over the 5G
Ultra-Wideband network in terms of security, speed, bandwidth, and other measures over and above 4G
LTE. Verizon will be responsible for documenting the security, speed, and bandwidth benefits of the 5G
UWB transport, and if using 5G UWB leads to increased monitoring and control functionality described in
section 2.1.4, the DER Integration Vendor(s) will be responsible for reflecting that benefit in the user
interfaces described in section 2.1.5.
This commercial network provides ubiquitous 4G LTE connectivity across the station, as well as pockets
of 5G UWB connectivity in the radius around 7 small-cell nodes located at Mainside Miramar. An
additional 19 small-cell nodes are anticipated to be commissioned by the beginning of the performance
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period, and latitudinal/longitudinal locations of these nodes will be provided to the selected DER
Integration Vendor(s) at the beginning of Project performance. 4G LTE and 5G UWB connectivity plans
and compatible routers, modems and other cellular equipment necessary will be provided by US Ignite
leveraging a subcontract with Verizon. This may include a 5G wideband router plan, a 4G LTE Router
plan, HotSpot Pooled M2M plan, and 4G LTE/5G routers and mobile hotspots as required by the
proposer’s solution. In the ‘Summary of Proposed Systems’ section identified in section 3.1.2, the
estimated total or rate of data usage through each of these plans or devices and the quantity of each
plan and device required should be indicated. The proposed system must be compatible with routers,
modems, and other equipment that are operable on the Verizon 4G LTE/5G UWB network. A suggested
architecture is provided below for reference, however the vendor may propose any solution that meets
the need of the project
Figure 1. Suggested Architecture: EMS Integration with PV Inverters and/or Backup Generators over 4G
LTE and 5G

2.1.2 DER Asset Integration Options
There exists approximately 40 BG’s across the station; approximately 7 of these BG’s will be in the
range of the 5G nodes being installed, and the remainder will be covered by 4G LTE. Similarly there are
approximately 15 PV’s across the station; approximately 5 PV’s are in the range of 5G nodes, and the
remainder are covered by 4G LTE. The DER Integration Vendor(s) will be required to perform one of the
Integration Set Options below. If Proposers propose to perform Integration Set D, then you must specify
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the number and type of DER proposed to integrate. Integration Option D is the highest priority and
Option C is the second highest priority.

Table 1. Integration Set Options
Option

Description

A

Integrate one BG using 4G LTE, and another using 5G

B

Integrate one PV using 4G LTE, and another using 5G

C

Integrate one BG and one PV using 4G LTE, and another BG and PV using 5G

D

Integrate 2 or more BG and/or PV using 4G LTE and 5G (specify)

Makes and models of the PV’s and BG’s to be considered under this project can be found in Appendix A,
a map of which will be provided to the DER Integration Vendor(s) following contract award. The
communication protocols and supported monitoring and control functions readily supported by these
DER assets are unknown, and a requirement of the DER Integration Vendor(s) will be to survey the
documentation (and if necessary, the physical equipment) associated with each all assets of the type
they propose to integrate, in order to confirm their ability to provide the monitoring and control
capabilities described below. The DER Integration Vendor will then be required to provide a summary
report of their ROM estimate time/cost required to integrate each DER, which will be critical for the
EWOC and DoD to understand how the demonstrated technology could be scaled to DER assets across
the Station and across other DoD installations.
2.1.3 Integration with the existing EMS
Prior to commencement of this Project, Raytheon will have installed Microgrid Controller Software
Architecture called IPEM that has been tested and validated for use in various microgrid programs. The
EMS has already been successfully interfaced with the roof-top PV inverters & HVAC system at Building
6311. The DER Integration Vendor(s) will be required to aggregate all control and monitoring data from
the DER assets on a central server and provide the data via a singular Point of Presence (DER
Management System shown in Figure 1) to the EMS over a standard application layer protocol such as
Modbus, CANbus, OPC, etc. The DER Integration Vendor(s) shall work with Raytheon in mapping these
data points from the DER Management System to the EMS. Raytheon uses an open-source database
(https://www.influxdata.com/) for storing the time-series data points. The DER Integration Vendor(s) shall
store the aggregated data in a secure server and retain backup in a Network Attached Storage (NAS).
The DER Integration Vendor(s) shall also be responsible to procure and install any additional hardware
that would be required to integrate the DER solution to the EMS.
2.1.4 Monitoring and Control Requirements
The DER Integration Vendor will need to coordinate with the EWOC the appropriate sample frequency
for data acquisition, which should be no more than 5-10 seconds/message. No custom data feature
development is expected of the DER Integration Vendor(s); only data features that are readily provided
by assets are to be included. Although not required, monitoring and control functionality shall be
compatible to the greatest extent possible with the operating requirements of California Rule 21 tariff,
IEEE Standard 1547-2018 (a.k.a. SunSpec Modbus), IEEE 1547.1-2020, as well as the IEEE
2030.5-2018 networking standard.
For BG’s, the DER Integration Vendor(s) will only be expected to provide monitoring capabilities. For
each BG, the list of desired data features are below in order of priority.
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Asset ID
Operational Status - On/Off State
Operational Status - Run Time per Session
Operational Status - Run Time per Period
Communication Status
Auto-Transfer Switch Status
Alarms
Battery Information
Generator voltage
Generator amperage
Fuel Level
Engine oil pressure
Engine coolant temperature
Engine RPM (Revolutions per Minute)
Compartment louver position and control (depending on hardware manufacturer)
Compartment temperature (depending on hardware manufacturer)
Other data features to be proposed

For PV’s, the DER Integration Vendor(s) will be expected to provide monitoring and control capabilities.
EMS-side control functionality will be developed by Raytheon, but development of functionality for
DER-side acceptance of that control will be required of the DER Integration Vendor. For each PV, the list
of desired data features and control capabilities are below in order of priority:
●

●

Monitoring
○ Asset ID
○ KW output
○ Power factor
Control
○ VAR output
○ KW output
○ Power factor
○ On/Off/Ramp
○ Schedule On/Off
○ Delay Interval timer (If available)

2.1.5 User Interface Development
The DER Integration Vendor(s) will be responsible for developing two custom human machine interfaces
(HMI) for the EMS; one Operational Interface (“OI”) with authorization to provide control functionality and
alert notifications to EWOC staff, and another Informational Interface (“II”) with more limited visibility to
be presented at the Public Utility Awareness Display (“PUAD”) located at the entrance to the EWOC
Building. These interfaces will be developed by expanding existing government-furnished wireframes
(design diagrams) and source code to be provided by Raytheon, and with back-end database integration
support from Raytheon. In the II the DER Integration Vendor(s) is to provide monitoring information only,
and in the OI the DER Integration Vendor(s) is to provide both monitoring and control functionality of
assets overlaid on a geographic representation of the Station. The DER Integration Vendor will be
required to coordinate the design of these interfaces with the EWOC, ideally through a workshop or
design session should time permit.
2.1.6 Cybersecurity
As a research project the solutions demonstrated during this pilot will not need to undergo ATO/RMF
authorization during the Project, but proposed solutions should be capable of undergoing such
authorization in order to be scaled beyond the research microgrid in the future. In particular, although not
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required, proposers should consider the NIST standards 1108r4, 800-213, and 800-213A when selecting
their proposed solution. The DER Integration Vendor(s) will be required to provide DER data,
documentation and coordination to researchers from the Naval Postgraduate School, who will be
developing an offline modeling framework for cyber anomaly detection associated with communication
and control messages being transmitted between the DER and EMS over the Verizon 4G LTE/5G UWB
network. In this framework, convolutional neural networks and other unsupervised learning models will
be used to build a prediction-based anomaly detection platform that will reduce false alarm rates and
limit power consumption. Any potential performance tradeoffs will be analyzed.
2.1.7 Test/Commissioning and Training
The DER Integration Vendor(s) will be responsible for coordinating with EWOC and NIWC-PAC staff in
defining and mutually concurring on a test and commissioning plan for the system proposed. This will
include defining scenarios for normal operation and disruptions/outages under which the system is
expected to operate, and what information and control actions are anticipated to be supported under
each of those scenarios. The DER Integration Vendor will then be anticipated to perform point-to-point as
well as overall scenario validation tests of the system, prior to acceptance by US Ignite and the project
team. This includes all mutually agreed upon data transmission, control functionality, and user interface
specifications; communication validation will be performed by Verizon.
Following acceptance of commissioning by EWOC, the DER Integration Vendor(s) will be responsible for
developing an operating manual to EWOC and training them on the proposed system’s use and
maintenance.

2.2.0 Other Services
2.2.1 Decommissioning and/or Annual Operations and Maintenance
The proposed solutions will be left operating in place following this demonstration pilot, but the DER
Integration Vendor will be required to decommission the proposed solution if requested by EWOC staff.
Should decommissioning be requested, the DER Integration Vendor will be expected to return all
equipment integrated with during this project to their original state.
2.2.2 Annual Operations and Maintenance
Following successful completion of the demonstration project by the DER Integration Vendor, EWOC
may request ongoing service and support. The scope of what this ongoing service and support would
include is to be defined by Proposers.

2.3 Project Deliverables
1. Provide a summary report of the ROM estimate of the time/cost required to scale the integration pilot
to the full set of DER at the Station.
2. Procure and install all necessary hardware, software, and computing and networking equipment (IOT
Devices, routers, modems, servers, workstations, switches, etc.).
3. Provide Operational Interface and Informational Interface validated against EWOC design
requirements.
4. Provide DER data, in a standard format, and documentation to cybersecurity researchers from the
Naval Postgraduate School (NPS) to support cyber anomaly detection framework development.
5. Develop an operational scenario list and perform point-to-point and overall scenario commission
tests, based on monitoring and control requirements, 4G/5G connectivity requirements, and interface
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features mutually agreed upon by Proposer and US Ignite.
6. Provide and explain updated network diagram, system architecture/design manual, data sheets of
components used, general arrangement drawings, and registry drawings, and other vendor
engineering drawings as appropriate.
7. Participate in weekly or bi-weekly program meetings with stakeholders remotely or in-person as
needed.
8. Provide monthly reports on work performed, as well as a final report to include the documents
described above.

2.4 Project Schedule
The following schedule outlines the key milestones required to be met by the DER Integration Vendor(s).
Table 2. Project Schedule
Milestone

Deadline

RFP Responses due

3/1/22

Contract award

4/1/22

UI designs and monitoring/control features
confirmed; DER integration feasibility survey
complete

5/1/22

Commission tests mutually agreed upon

8/1/22

Commission tests complete

8/15/22

EWOC training complete, final report
delivered (Pilot Complete)

9/1/22

3.0 Solicitation Responses
3.1 Questions and Answers
All clarification questions must be submitted by Feb 4, 2022 no later than 8:00 PM Eastern Daylight
Time (EDT).
US Ignite will endeavor to respond to all parties no later than Feb 11, 2021 8:00 PM EDT.

3.2 Proposals
All proposals must be submitted by March 1, 2022 no later than 8:00 PM EDT.
Proposals (and questions) should be submitted via email to bases@us-ignite.org
Proposals must include:
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3.2.1.0 Technical Summary on the approach that would be taken for the Project (10 page limit).
The Technical Summary must include the following sections:
3.2.1.1 Statement of Work, with clear identification of choice of integration set (A, B, C or
D). Proposers have the option (but are not required) in this section to indicate particular
DER assets they would target.
3.2.1.2 Summary of Proposed Systems, including which data features described in
section 2.1.4 are anticipated to be provided.
3.2.1.3 Timeline
3.2.1.4 Deliverables
3.2.2.0 Description of Other Services (not counted in Technical Summary page limit)
3.2.2.1 Annual Operations and Maintenance
3.2.2.2 Decommissioning
3.2.2 Technical Specification Sheets for proposed systems (not counted in Technical Summary
page limit)
3.2.3 Cost Proposal (see Appendix B) (not counted in Technical Summary page limit)
3.2.4 Resumes of individuals your organization will commit to the Project, including any planned
sub-contractors. Please note any individuals located in the Southern California area with ability to
support the Project in person (not counted in Technical Summary page limit)
3.2.5 List of Relevant Projects, including with similar energy management, federal, or DoD clients
(5-page limit and does not count in Technical Summary page limit).
Proposals will be evaluated based on the following criteria.

Table 3. Scoring Criteria
Scoring criteria

Weight

Impact on visibility and control over DER assets (number of DER assets
and data features)

25%

Ability to demonstrate solution over 4G LTE/5G UWB network

20%

Value of proposal given cost and deliverables

20%

Demonstration of capability to perform the work required in the timeline
available

10%

Demonstration of project team’s experience performing similar projects

10%

Ability to support the project locally from the Southern California region

10%

Clarity and completeness of proposal

5%
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