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Listed below is a complete set of questions received from possible vendors related to the
release of this RFP. Questions 1-19 and their answers are below. There are two additional

questions below we are unable to answer as of December 22nd. We hope to have answers to
these questions published shortly. Please reach out to bases@us-ignite.org should you have

any additional questions.

Q1: Does the storage closet have ventilation, air conditioning, or climate control?
A1: The storage closet located at the East Gate has no ventilation and is not climate controlled.
The server room at PMO Operations Center is ventilated and air conditioned.

-
Q2: What is the security of the storage room?
A2: The storage room/server room at the PMO Operations Center is secured by PMO staff.

-
Q3: Will other vendors have access to the storage closet and our equipment during the trial?
A3: Multiple vendors are unlikely to work in or store equipment in the same physical
locations/closets as part of this pilot. In the event that occurs, US Ignite will coordinate between
vendors to establish a physical security plan preventing equipment from being accessible
between parties.

-
Q4: Could we get a map of where the current and additional 4G & 5G towers and nodes will be
located?
A4: A Map of 4G & 5G towers and nodes will be provided upon successful award of the
contract.

-
Q5: Can it be assumed that when the nodes are in place that a highly reliable 5G network will
exist without further infrastructure requirements?
A5: The coverage of 4G LTE/5G is outlined in the ‘Networking’ section of Appendix A. Excerpts
from that section relevant to this question are below:

“This commercial network provides ubiquitous 4G LTE connectivity across both Mainside and
East Miramar”

“No 5G nodes are anticipated to be within range of the East Miramar Gate -  Proposers should
identify whether their solution requires the 5G network to be extended to the East Miramar gate,
and if so include in their proposal the approach they would take to do so”

mailto:bases@us-ignite.org


“US Ignite will provide both the cellular connectivity and cellular hardware described below:”

“Cellular Connectivity for cellular hardware including devices, routers, and sensors will be
provided by US Ignite”

“In the ‘Summary of Proposed Systems’ section identified in section 3.1.2, the estimated total or
rate of data usage through each of these plans or devices and the quantity of each plan and
device should be indicated.”

-
Q6: Will all technical contractors need to have a security clearance or will they be escorted?
A6: Technical contractors who do not have security clearance and/or base access will have
access to escorts during this project.

-
Q7: Is there a requirement for standalone Uninterrupted Power Supply, or will there be an
assumed sufficient back-up power system already in place.
A7: There is not a requirement in the RFP for an Uninterruptable Power Supply. US Ignite will
work with MCAS Miramar to ensure there is adequate supply of power for the proposed
solution. Proposers may include additional components, including UPS, to enhance or improve
system reliability.

-
Q8: Will we need the JAG sign-off, or do we need to get -12 or HERO certified? If you
recommend JAG sign off, who should we contact as a local contact?
A8: We will work with vendors on all appropriate approvals for installation and construction
activities related to this project.

-
Q9: Are there any existing IP cameras in place at the East Miramar gate?
If so, what type are they? Please provide specifications and confirm if offerors can access the
cameras' video feed.
A9: There are existing CCTV cameras in place at the East Miramar gate, but offerers will not be
able to access their video feeds as part of this project.

-
Q10: Is there currently any "street" lighting at the gate?
If so, is the gate illuminated at night?
A10: There is ‘street’ lighting at the gate, but proposers may not assume the gate is illuminated
at night. Solutions may include additional lighting included in the device to ensure a high-quality,
well-lit video feed is available regardless of time of day or weather conditions.

-



Q11: Should the "Completed Cost Proposal (see Appendix B)" be a separate document from the
technical response?
A11: Yes.

-
Q12: Assuming the cost proposal is a separate document, please confirm resumes should be
included with the technical response.
A12: Yes, please include resumes with the technical response.

-
Q13: Please confirm that all resumes are not included in the technical summary page limit.
A13: Correct, resumes are not included in the technical summary page limit.

-
Q14: Assuming the cost proposal is a separate document, please confirm relevant project
information should be included with the technical response.
A14: Yes, that is correct.

-
Q15: After remote verification of individuals, how will the gate be opened by the PMO?
A15: The gate will be opened using a gate actuator controlled remotely from the PMO
Operations Center.

-
Q16: Does the solution require handling authentication of CAC/PIV cards at the gate?
A16: No.

-
Q17: Has the 5G Living Lab identified an encryption standard for 4/5G for processing SECRET
information?
A17: The Verizon 5G Ultra Wideband network at Miramar is a commercial network and provides
256 bit end-to-end encryption on data in transit and radio signaling. Vendors are expected to
identify the encryption standard appropriate for their solution and implement a security solution
such as Zero Trust Architecture to meet any additional security requirements.

-
Q18: Are there any restrictions on conducting UAS LIDAR mapping flights of the East Gate
area?
A18: If UAS mapping is required as part of a solution, vendors would be responsible for
identifying and receiving the appropriate approval for these efforts under the time constraints of
the project, in consultation with staff at MCAS Miramar. This will include following the FAA rules
and regulations for the creation and submission of Flight COAs, which should be received by
the MCAS Miramar Air Traffic Control division NLT 90 prior to the date of desired flight.



-
Q19: Will the information displayed on screens be classified as SECRET?
A19: There is no plan to transmit or store SECRET level information for this pilot.  Controlled
Unclassified Information, including PII, is the highest level of classification.

-
Q20: What known requirements or standards are relevant to the decommissioning process at
the end of the trial?

-
Q21: Regarding Optional Case 1, what other areas have been identified by PMO or AT/FP as
vulnerable or in need of remote monitoring to improve security or reduce personnel burdens?
Would there be a value for an integrated mobile or unattended-remote solution to fulfill other
areas of interest?


