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US IGNITE SMART CITY RESILIENCY
BACKGROUND

System shocks and unexpected setbacks have always been a part of the governing process, 
but communities are facing new challenges today that threaten their ability to bounce back 
from negative events. In particular, climate change is intensifying and increasing the frequency 
of high-impact storms, and the continued digitization of government systems is putting 
municipalities at greater risk of a cyberattack. 

To help communities strategize on ways to improve their capacity for resilience, US Ignite 
hosted a Smart City Resiliency workshop focused on the specific difficulties posed by climate 
change and the vulnerability of municipal information systems. The day’s presentations and 
discussions highlighted how communities can create frameworks to address priority issues, 
as well as what technology and policy levers can be applied to ensure cities are as prepared as 
possible for both natural and man-made disasters. 

On the topic of flood management and storm impacts, the workshop covered lessons learned 
in previous natural disasters, the use of data combined with spatial mapping representations 
to improve development strategy, the importance of community building and outreach, and the 
use of cities as innovation labs for creating technology-driven solutions. 

On the topic of cyber resilience, speakers outlined the anatomy of a variety of network attacks, 
emphasized the importance of disaster training, highlighted potential weaknesses in data 
backup strategies, and pointed to available counterattack measures.

The US Ignite workshop on Smart City Resiliency took place on October 7, 2019 in National 
Harbor, Maryland, just outside of Washington, D.C. Along with representatives from the District 
of Columbia, the workshop featured community leaders from St. Petersburg, Florida; Norfolk, 
Virginia; and Pearland, Texas – plus experts from Deloitte and Mitre Corporation, and additional 
university, industry, and non-profit partners.

This playbook shares their experiences and conclusions. 
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ENVIRONMENTAL CHANGE – WATER AND STORM MANAGEMENT

Coastal cities are under particular pressure to make changes that ensure public safety when 
storms dump excess water, damage power lines, and close off evacuation routes. But the 
challenges aren’t confined to storm events. Many of these communities are also looking for ways 
to encourage economic growth, even while recognizing the constraints of bordering a large body 
of water. 

The challenges extend to non-coastal cities as well, where inland waterways can wreak havoc, 
and regions with poor drainage may face difficulties in severe rain events. 

LESSONS LEARNED, AND RETAINED

There are several ways that cities can learn from prior experience with storms and flooding, 
but too often critical insights are lost after an event as different government departments 
go back to their everyday, siloed operations. When Washington, D.C. decided to create its 
Resilient DC strategy, the first thing its leaders did was to form cross-sector research groups 
to collect information and determine how different segments of government could learn from 
each other and collaborate to head off and/or recover from flooding events. The participants 
studied everything from District curb heights to local sewage loads, and consulted with outside 
technology and infrastructure organizations. The result of this back-to-school approach was 
the beginning of the development of D.C.’s new integrated flood management strategy. 

https://resilient.dc.gov/
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Similarly recognizing the importance of aggregating and synthesizing existing information for 
water management, the city of Pearland, Texas has made an effort to review known water issues, 
particularly in the wake of Hurricane Harvey, which hit hard the Houston suburb and surrounding 
area in 2017. The city drafted an emergency preparedness report, and is relying on details from 
the Hurricane Harvey aftermath to prioritize areas for government attention. City Manager Clay 
Pearson pointed out at the Forum event that as vital as technology systems for monitoring 
a disaster coupled with the work of first responders is during an emergency, a community’s 
department of public works and engineering can play the role of pre-responders by identifying 
issues – like areas with poor drainage – and preparing mitigation strategies in advance of a 
disaster. He also noted that the growing Gulf Coast area has shown that new construction 
coupled with wise public investments can help a region weather even significant storms.

Many cities use policy levers like zoning codes and procurement language to avoid repeating 
mistakes that may exacerbate the effects of a storm. In St. Petersburg, Florida, leaders 
have put zoning codes in place that require developers to include measures for addressing 
storm impacts when building in a flood-prone region. For example, depending on location, 
a developer might have to agree to provide a backup power generator and install utility 
appliances above the first floor. 

In Norfolk, Virginia, builders can also gain necessary resilience quotient points by 
implementing mitigation measures. These efforts, like developing properties at an elevation 
rather than at ground level, have helped Norfolk leaders as they assess where the city 
can effectively build a hard boundary against encroaching waters versus when and where 
developers may need to retreat from the coast.

https://www.norfolkva.gov/norfolkzoningordinance/Content/Norfolk-ZO/5_12_Resilience_Quotient.htm
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TAKEAWAYS:

• Create interdepartmental teams that focus on data sharing to build an effective resilience 
strategy.

• Public Works departments can play the role of “pre-responders” to an emergency by 
preparing mitigation strategies based on known risks in advance of a disaster.

• Partnerships and collaborations, particularly intergovernmental ones, are key features of 
successful planning and response measures.

• Zoning codes and procurement standards help codify best practices for resiliency in 
property development projects.

THE IMPORTANCE OF DIGITAL DATA AND MAPPING 

As more data is digitized, it can become easier to share and analyze information in ways that 
enable more effective governing strategies. However, the increasing volume of data available 
also creates complexity, requiring community leaders to identify which datasets are valuable, 
how they should be stored and accessed, and how and when they should be integrated with 
each other. 

Harrison Newton, Deputy Chief Resilience Officer for Washington, D.C., explained to Forum 
participants how the District of Columbia decided to create a community of dataset owners 
that could work together to put the city’s collected information to best use. The District is 
investing $6 million to fund this community and to create a new model for data governance 
related to water management and resiliency. The model includes a technology platform for 
data integration and analysis, but also an emphasis on people and processes, with a goal of 
ensuring citizen equity. 

For example, city leaders are now using data to determine which neighborhoods are affected 
by different types of water emergencies, and which departments (transportation, public works, 
etc.) can contribute to solving the problems that result. 

Newton noted that there’s a natural fear in making data more visible because of the threat of 
litigation. Public data could be used to support a legal case against the government regarding 
its use of resources. However, he also suggested that transparency makes it possible to have 
necessary conversations about government practices and hopefully address concerns before 
they end up in court.  

In Norfolk, city leaders are likewise working to incorporate more datasets into their decision-
making processes, including emergency call data, historical flood records, and maps that show 
where the most vulnerable populations live. In a presentation, Deputy Resilience Officer Kyle 
Spencer also outlined how new water level sensors and tide gauges are playing a role in the 
city’s flood management strategy. In some areas of Norfolk, leaders are now using this sensor 
data along with forecasted wind and precipitation to make predictions about flood inundation. 
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A number of the sensors in use today in Norfolk operate in their own discrete software 
systems, but Spencer emphasized the value of APIs for accessing sensor data and then 
funneling it into a single platform for analysis. Currently, the city is doing some of its data 
analysis work using Amazon Web Services. Spencer also highlighted ESRI as a critical 
platform for aggregating spatial data and analyzing it in map form.

TAKEAWAYS

• In resilience planning, data can and should be applied to ensuring citizen equity, and to 
providing support for all neighborhoods facing potential emergency situations. 

• Maintain data transparency. This is critical for identifying resilience challenges, and 
subsequently for developing solutions.

• Find or build a common platform that can be used to integrate and aggregate data for 
resilience planning.

Ingram Micro partners with communities to implement their smart city strategies. Speaking at the October Forum event, 
Director of IoT Eric Hembree detailed several ways new sensor data can benefit communities, including through the use 
of embedded sensors in municipal water systems. For a more detailed look at smart city opportunities enabled by Ingram 
Micro, visit the Ingram Micro Marketplace.

https://iot.ingrammicro.com/marketplace/solutions/#vertical-City
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THE ROLE OF COMMUNITY BUILDING IN RESILIENCE STRATEGY 

Proactive government engagement with citizens and local businesses is a critical factor in 
determining how quickly and how well communities recover from disaster events. Pearson from 
Pearland, Texas emphasized this fact in recounting the arrival of Hurricane Harvey and its impact 
in the days and weeks that followed. A storm can cut off access to transportation, food, and medical 
care, but relationships forged in advance help citizens know where to find help, and what resources 
may be available. 

Pearson also noted that a community’s ability to bounce back from a catastrophe is closely tied to 
the ability to restore local commerce. Alison Barlow, Executive Director of the St. Pete Innovation 
District in Florida, echoed that sentiment and explained how St. Petersburg identified the importance 
of supporting small businesses in the area after the economic recession of 2008. When a disaster 
occurs, whether it’s natural or man-made, small businesses are often at risk of not making payroll, 
which has the cascade effect of putting people out of work, reducing how much consumers have 
to spend, and generally depriving the area of economic activity that contributes to the vitality of a 
community. 

In the wake of the 2008 recession, St. Petersburg developed a Grow Smarter strategy recognizing 
that certain at-risk populations – whether low-income families, or small businesses without a 
financial cushion – have a more difficult time recovering from a negative event than others, and that 
supporting those populations makes it easier for the community as a whole to recover and thrive. 
The city’s leaders also formalized an approach in the years following that connects the concept of 
resilience to economic development initiatives. The idea is that planning for growth should include 
proactive policies that make the community less vulnerable in times of stress.

For St. Petersburg, the convergence of resilience and economic development means creating 
opportunity sites and industries. Geographic areas that are likely to be more resilient to weather 
events are prioritized for development. Likewise, industries that are more likely to withstand an 
economic downturn – industries like marine science, where St. Petersburg has a natural advantage 
– are prioritized for growth and support. 

https://growsmarterstpete.com/
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Community engagement is also a critical part of community building. In Norfolk, there is 
a focus on getting citizens to recognize their role in resilience strategy. This goes beyond 
government planning and policies to encouraging residents to invest individually in the city’s 
welfare. By taking responsibility for small actions like household water usage, citizens can 
make an impact on how the city handles stresses created by storms and other disasters. 

Norfolk has launched several campaigns to get residents involved in resiliency including 
Retain Your Rain, which involves using rain barrels to hold on to rainwater until the city’s 
stormwater system is ready to handle it, and Adopt a Drain, which encourages citizens to 
monitor select drains to ensure they stay clear of debris to reduce the risk of flooding. These 
types of initiatives not only make residents aware of potential problems, but also active 
participants in their solutions. 

TAKEAWAYS

• Strengthen relationships between government departments and between the government 
and residents before a disaster to improve the effectiveness of disaster response. 

• Combine strategies for economic development and resiliency in order to prioritize 
development that is robust and sustainable. 

• Community engagement helps individuals take personal responsibility for the welfare of a city. 

A SMART CITY IS AN INNOVATION LAB

One theme that repeatedly emerged in the Forum workshop on resiliency was the idea of using 
cities as innovation labs to solve problems in new ways. Many community leaders recognize 
the value of new sensors and digitized information for strategic planning, but they’re still 
working out how to connect their physical infrastructure, what types of data to collect, and 
what new data can be used for. The best way to learn is to selectively deploy new equipment 
and create real-world testing environments. 

Barlow from St. Petersburg talked at the Forum event about deploying air quality sensors 
with new smart streetlights. The city doesn’t know how information from those sensors could 
impact resiliency planning in the future, but in collecting it, Barlow sees possible opportunities 
for experimentation. 

In Pearland, routers on fiber-connected utility poles now collect and transmit data from 
local water meters. While the equipment was initially installed by the water utility, it has 
the potential to support many non-water use cases as well. For example, the city can test 
offloading video from police cars that pass by and rapidly streaming that information back to 
an operations center. 

Most prominently, the city of Norfolk is taking on the concept of creating a public innovation 
lab by installing water sensors throughout the region and engaging as many government 
agencies, academic partners, and private companies as possible to determine how a network 
of sensors could help the community become more resilient. 
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Through the regional StormSense project, Norfolk and several surrounding communities have 
widely deployed water level sensors and tide gauges, and have exposed the data from those 
sensors to the Link Lab engineering center at the University of Virginia. Spencer noted that 
Norfolk has sourced its sensors from a variety of places, accepting free equipment from public 
agencies and other partners when it’s available, and shuttling the resulting data into a data lake 
for analysis and modeling work. Spencer would like to extend sensors to more locations, better 
integrate the current disparate systems, and continue identifying helpful datasets to improve 
flood models and forecasting with the help of UVA’s Link Lab. 

In a related move, the local non-profit RISE, which was created through a $5.2 million grant from 
the Department of Housing and Urban Development (HUD), is now hosting several resilience 
challenges with $1.5 million in prize funding on the line. These challenges include one designed 
specifically to address flood management, and several aimed at mitigating the impact of 
flooding on things like housing and transportation. RISE Executive Director Paul Robinson said 
he envisions innovative solutions from these challenges that could match the area’s growing 
store of sensor data with applications that provide real-time support during a flooding event. For 
example, when the region floods, a mobile application could help residents quickly route around 
hazards, making the city safer and limiting the potential for greater damage to property and 
infrastructure.

The combination of sensors, aggregated data, and solution development through challenge 
competitions is what has turned Norfolk into a living lab for resilience innovation.

TAKEAWAYS:

• Once equipment is deployed, communities have an opportunity to experiment with multiple 
use cases for collecting and analyzing data. 

• The more sensors a community can test-deploy, the greater ability it will have to assess 
where and how new sensor data can be valuable. 

• Challenge competitions encourage innovation and can be used as a way to experiment with 
the application of new sensor data.  

https://www.us-ignite.org/apps/m6iagjeeuyerynbka2xgxf/
https://engineering.virginia.edu/link-lab-0
https://riseresilience.org/
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INFORMATION SYSTEMS RESILIENCE – A DIFFERENT TYPE OF DISASTER

According to The New York Times, more than 40 cyberattacks have hit communities and major 
cities across the U.S. in recent months. These attacks have left in their wake disruptions in 
regular city operations, and a shaken municipal workforce that doesn’t know how to recover 
in the short term, or adequately inoculate itself from possible repeat attacks. For all the 
benefits of a smart future powered by digital technologies, data, and design thinking, there are 
also significant new threats enabled by the increasingly connected landscape of municipal 
government. 

As Shane Steiger, Principal Cyber Security Engineer 
at MITRE Corp, sees it, “cyber” is a disruptor, for 
good and for ill. Connectivity enables new services, 
but also increases exposure to malicious actors 
in cyberspace. Just as we need communities to 
be able to withstand and recover from adverse 
environmental events, so too do their systems need 
to withstand and recover from cyber threats that 
disrupt critical operations.

 ATTACKS AND UNEXPECTED CONSEQUENCES

Most recently, a spate of high-profile ransomware and data 
theft attacks has caught the attention of the general public. It 
must be noted however that there remains a vast number of 
atttacks that have not been reported.

The city of Atlanta was the victim of a SamSam ransomware 
attack in early 2018 that crippled multiple municipal 
services and court systems, forcing the city to rely on paper 
processes to serve citizens. The attack, unlike others on major 
cities, was enabled by brute force, where the city’s aging IT 
infrastructure was hit by combinations of passwords multiple 
times until the attackers finally gained access. The attackers 
encrypted files and demanded 6 Bitcoin (worth more than 
$40,000) for their release.

An attack in Baltimore saw city data and digital services held hostage by ransomware called 
Robbinhood that encrypted services. The attack affected the city’s servers; directly shutting down 
email services, payments to various departments, and the city’s lien system – meaning that real 
estate transactions could not take place. The hackers said that they would release the locked city 
services available only if they received 13 Bitcoin (worth about $100,000). The city budget office 
estimates that the attack cost the city about $18.2 million in lost and delayed revenue and cost to 
restore systems.

Cyber resiliency is defined 
as “the ability to anticipate, 
withstand, recover from, 
and adapt to adverse 
conditions, stresses, attacks, 
or compromises on cyber 
resources”

What is Ransomware?

Ransomware is a category 
of malicious software 
(“malware”) that encrypts 
a user’s disk drives and 
demands some form of 
compensation in return  
for critical data or systems 
held hostage.

https://www.nytimes.com/2019/08/22/us/ransomware-attacks-hacking.html
https://www.us-cert.gov/ncas/alerts/AA18-337A
https://www.bleepingcomputer.com/news/security/a-closer-look-at-the-robbinhood-ransomware/
https://www.baltimoresun.com/maryland/baltimore-city/bs-md-ci-ransomware-email-20190529-story.html
https://www.baltimoresun.com/maryland/baltimore-city/bs-md-ci-ransomware-email-20190529-story.html
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Other recent cyberattacks of note include: Cleveland Hopkins International Airport, where 
flight and baggage information screens were disabled; 22 Texas municipalities, where hackers 
demanded ransom for the release of city files, affecting business and utility payments; and 
Garfield County, Utah, where the city eventually paid hackers in bitcoin to restore access to their 
files and phone systems. 

In most cases, according to a presentation by Steiger at the Forum Resiliency event, attackers 
actively look for opportunities to exploit one of three areas: human error – where a human is 
tricked to do something that grants attackers access; infrastructure failure – where system 
failures grant attackers access; and disaster - when teams are distracted dealing with 
emergency events and don’t notice an attacker is in their system.

Effects of cyberattacks in Baltimore

Anatomy of a Ransomware attack

https://www.govtech.com/security/Cleveland-Breaks-Silence-on-Airport-Ransomware-Attack.html
https://www.npr.org/2019/08/20/752695554/23-texas-towns-hit-with-ransomware-attack-in-new-front-of-cyberassault
https://www.scmagazine.com/home/security-news/ransomware/garfield-county-utah-falls-victim-to-ransomware-pays-attackers/
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Doug Powers, Managing Director of Cyber Risk Services at Deloitte, who also spoke at the 
Forum event, pointed out that in some cases, attacks also involve data theft, further inhibiting 
recovery and resumption of critical services. Powers maintains that technology outages have 
proven to be increasingly disruptive of late, and that most disaster recovery solutions are 
either costly or outdated and insufficient. This is because these solutions do not recognize that 
the convergence, interoperability, and integration of existing infrastructure deepens the impact 
of an attack.

PLAN AND TRAIN

Powers led participants at the Forum event through a model of technical resilience developed 
by Deloitte, that at its heart is focused on a shift from a series of reactive actions to a more 
robust proactive approach that reduces disruptions to services during an attack. In this model, 
as cities design their systems, they do so with cyberattacks in mind. Here the impetus is on the 
city to understand the vulnerabilities that attackers are taking advantage of, and to build their 
systems with the assumption of an imminent attack. 

The model also emphasizes the importance of actively training staff on the immediate 
response needed in the event of an attack. Training should include working through a series of 
scenarios that require staff to handle multiple potential issues and outcomes. Powers’ refrain 
on this is “train often.” The more staff train for cyberattack, the better prepared they are to 
respond in the event that one occurs. 
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Steiger from MITRE shared a related model derived from a publication by the 
National Institute of Standards and Technology (NIST) on developing cyber 
resilient systems. The publication, NIST SP 800-160, Volume 2, identifies cyber 
resiliency goals, the first of which involves maintaining a state of informed 
preparedness for adversity. The goals cycle through the steps of anticipating 
a threat, to withstanding a threat, to recovery, and finally to the modification of 
business functions based on predicted changes in the threat environment. 

Steiger further recommended the use of the MITRE ATT&CK™ framework, as 
well as The NSA/CSS Technical Cyber Threat Framework v2 (NTCTF v2) when 
considering potential effects of actions by an adversary. These frameworks are 
a valuable collection of the different tactics and techniques used by attackers 
based on real world experiences.

DIGGING DEEPER WITH NIST – BACKUP, DECEPTION,  
NON-PERSISTENCE, AND DIVERSITY 

Within the NIST publication on cyber resilient systems, Steiger noted several 
points of emphasis concerning data and system backup, methods for deceiving 
adversaries, the need for non-persistent connections, and system diversity.

On data and system backup, NIST highlights the importance of backing up 
information and software “in a way that protects its confidentiality, integrity, and 
authenticity,” and in a manner that ensures it can be readily restored “in case of 
disruption or corruption.”   

Toward this end, one thing governments must consider is how to isolate their 
backup infrastructure – both logically and physically – so that an attack on main 
IT operations has no opportunity to propagate through the backup system. 

Beyond isolation and protection, governments must also plan for the length of time it will take 
to restore services from backup. In other words, what is an acceptable level of disruption to 
essential functions? Is the backup system designed to ensure service availability within that 
time frame?

On deception, the NIST approach outlines techniques both for directly misleading potential 
attackers, and for using unpredictable behaviors that make it difficult to find an effective 
point of attack. Technologies and techniques here include creation of false targets, privilege 
restriction, and traffic obfuscation. 

In addition to deception, the use of processes that periodically wipe information or data, or 
close and re-establish connections that systems rely on to function, can slow down attackers 
who may have gained access to a system. This non-persistent system state makes it harder 
for attackers within the network to carry out other attacks that impact operational resiliency. 
In Steiger’s estimation, if such a system had been available at the Ukraine Power Grid, the 
cyberattack the team experienced there in 2015 could have been averted.

Steiger also mentioned at the Forum event the use of connection diversity as a NIST-
recommended tactic for repelling attackers. Here, organizations take advantage of a variety of 
human/machine interfaces such as courier services and phone communication to limit digital 
crossover between systems. Where there’s no digital link, it becomes harder, for example, to 
bridge an attack that starts in an IT system with adjacent operational systems like those that 
run power grids or manufacturing operations. 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-160v2.pdf
https://attack.mitre.org/
https://media.defense.gov/2019/Jul/16/2002158108/-1/-1/0/CTR_NSA-CSS-TECHNICAL-CYBER-THREAT-FRAMEWORK_V2.PDF
https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/
https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/
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FIGHTING BACK 

While many cyber resiliency strategies rely on defensive action, there are some that focus 
on offense. Where botnets are concerned, Powers from Deloitte noted that many of these 
malicious code sequences exhibit a kind of digital fingerprint. That fingerprint can help 
organizations identify the origin of attack, and also what the expected targets might be. With 
that information in hand, the “good guys” can then use deception tools and techniques to keep 
any attack at the perimeter of system operations. 

Another strategy suggested by Powers at the Forum event is to set up a sacrificial lamb. In this 
case, the sacrificial lamb is a virtual system or machine designed to intentionally take the first 
hit in a malware attack. That hit acts as an alert to system administrators, and can give them 
the necessary time and information to repel an ongoing attack. By creating a dummy target, 
organizations can draw out an adversary, help define the rules of engagement, and gain critical 
advantage in the fight for network control.

TAKEAWAYS

• There are many freely available frameworks and tools developed by government agencies 
like NIST that can be helpful in developing cyber resiliency strategies.  

• Get proactive. Cyber resiliency means not waiting for an attack train your people and protect 
your network systems.

• Use defensive and offensive strategies. The combination makes it more difficult for 
cyberattackers to gain a foothold or maintain an ongoing presence in government networks.
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FURTHER RESOURCES

Resilient DC Strategy 
https://resilient.dc.gov/

RISE Resilience Innovations – Funding Coastal Community Resilience Challenges 
https://riseresilience.org/

Pearland, Texas Flood Damage Prevention Ordinance 
https://library.municode.com/tx/pearland/codes/code_of_ordinances?nodeId=COOR_CH10_1-2FLDAPR

Sustainable St. Petersburg Executive Order 
http://www.stpete.org/sustainability/docs/Sustainability_Resiliency_EO_2017.pdf

St. Petersburg Integrated Sustainability Action Plan Executive Summary 
https://www.stpete.org/sustainability/docs/DRAFT%20ISAP%20Executive%20Summary_City%20Council.pdf

Ingram Micro Smart Cities Solutions 
https://iot.ingrammicro.com/marketplace/solutions/#vertical-City

Axis Safe Cities Solutions 
https://www.axis.com/en-us/solutions-by-industry/safe-cities

NIST – Developing Cyber Resilient Systems 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-160v2.pdf

National Security Agency Cybersecurity Report 
https://media.defense.gov/2019/Jul/16/2002158108/-1/-1/0/CTR_NSA-CSS-TECHNICAL-CYBER-THREAT-
FRAMEWORK_V2.PDF

Deloitte Guide to Making Smart Cities Cybersecure 
https://media.defense.gov/2019/Jul/16/2002158108/-1/-1/0/CTR_NSA-CSS-TECHNICAL-CYBER-THREAT-
FRAMEWORK_V2.PDF

THANK YOU TO OUR SPONSORS!

https://resilient.dc.gov/
https://riseresilience.org/
https://library.municode.com/tx/pearland/codes/code_of_ordinances?nodeId=COOR_CH10_1-2FLDAPR
http://www.stpete.org/sustainability/docs/Sustainability_Resiliency_EO_2017.pdf
https://www.stpete.org/sustainability/docs/DRAFT%20ISAP%20Executive%20Summary_City%20Council.pdf
https://iot.ingrammicro.com/marketplace/solutions/#vertical-City
https://www.axis.com/en-us/solutions-by-industry/safe-cities
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-160v2.pdf
https://media.defense.gov/2019/Jul/16/2002158108/-1/-1/0/CTR_NSA-CSS-TECHNICAL-CYBER-THREAT-FRAMEWORK_V2.PDF
https://media.defense.gov/2019/Jul/16/2002158108/-1/-1/0/CTR_NSA-CSS-TECHNICAL-CYBER-THREAT-FRAMEWORK_V2.PDF
https://media.defense.gov/2019/Jul/16/2002158108/-1/-1/0/CTR_NSA-CSS-TECHNICAL-CYBER-THREAT-FRAMEWORK_V2.PDF
https://media.defense.gov/2019/Jul/16/2002158108/-1/-1/0/CTR_NSA-CSS-TECHNICAL-CYBER-THREAT-FRAMEWORK_V2.PDF
https://www.us-ignite.org/tools/playbooks/smart-city-big-data-playbook/ 

